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Safety type Description

Indicates a situation which, if not avoided, could result in
damage to property, such as to equipmentordata, but not
related to personal injury.

!N\ NOTICE

Indicates a hazardous situation which, if not avoided, could

& CAUTION resultin minor ormoderate personalinjury.

Indicates a hazardous situation which, if not avoided, could
resultin death or serious personalinjury.
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Telemetry collection and analytics

Introduction

Using the Telemetry Collection and Analytics Content

The contentdescribes the Telemetry collection and analytics agentand the Telemetry collection levels.

Why Would | Use this Content?

You can use thecontentto understand the Telemetry collectionlevels, Level 1 (L1) data, and Level 2 (L2)
data.

How Do | Use this Content?

You can use this contentto understandthe L1 and L2 data elements collected fromthe pdcrand dbc
databases.

How Do | Get Started?

Read the following sections:

1. Level 1(L1) Data
2. Level 2 (L2) Data
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2.1

2.1.1

Telemetry collection and analytics

The Telemetry collection and analyticsagentis adata collectionand analytics pipeline that collects datafrom
customers’ systems and sends itto Teradata.

The following levels of telemetry collection are available:
e Level 1(L1) Data

e Level 2(L2) Data

Level 1 (L1) Data

Teradata is contractually entitled to collectL1 Data and includes ResUsage and DBQL.
The followingdata helps Teradatato understand your systemusage and performance:
e Detailed performance metrics
e  System-level usage metrics
e Application-level usage metrics
o System timestamp
o Site ID using the product
o Name of the product (available for CMIC, Viewpoint, QueryGrid, and Data Mover)
o ProductVersion ID
o Component
o Name within thecomponent
o Thepayloadin JSON format

o Audit columns thatgetgenerated during the dataload process

Level 1 Detail (L1D) Data

In additionto L1 Data, Teradata mightcollectdetailed DBQL data to supportUnit Consumption calculation
used for Enterprise billingand enable Usage Analytics via Queryband (onlyfor Vantage Analytics Library
and Teradata internal applications).

L1D Data elements are collected fromthe pdcrand dbc databases and include the following items:
e Object ID, Query ID, Session ID, ClientID
Note: The fields fromthe TCA 2.60 and later versions.
e The username associated with adatabase request

Note: The username is a non-Pllelementand is notvisible to the user.



2.2 Level 2 (L2) Data

Teradata mightcollectadditional data elements known as L2 Data with the consentofindividual customers.
Teradata Telemetry supports corporate functionsand operations management. Customers provide consent
using the KB0033994 Customer ConsentAddendum.

The collection of L2data helps Teradatato performthe following tasks:

e Detect, troubleshoot, orresolve customerissues

e Gauge, analyze, and optimize performance and functionality

e Providefeedback and recommendationsrelated to the services that customer receives from Teradata

However, Teradata does notcollect Personally Identifiable Information (PIl) data elements.

L2 data elements are collected fromthe pdcrand dbc databases and include the following items:
e Database, Table, and Column names
e The username associated with adatabase request

Note: The username is a non-Pllelementand is notvisibleto the user.

e Theorganizationand departmentassociated with auser

2.2.1 Level 2 Detail (L2D) Data

The Level 2 Detail collection profile enables the coexistence ofthe L1D and L2 collection profiles
simultaneously. The scope ofL2D is the union of L1D and L2 scopes, and no additional datais collected.
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